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Characterization results 

Success rate (average) 

100% 37% 16% 



Characterization results 
Countermeasure effectiveness (average) 

FLASH ECC 68% 

25% 90% 

OTP ECC 20% 

RAM parity 14% 
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Unlocking JTAG 

Success rate 

80% 0.34% 1.3% 

N/A  <0.01% 3.2% 



Consequences 



Consequences 

Change 

execution flow 
Unlock 

JTAG 



Consequences 

Firmware 

modification 

Attack escalation 

IP stealing 



Consequences 

Firmware 

modification 

Attack escalation 

IP stealing 
Firmware reversing 

Remote exploit 

finding 

Keys extraction 

UDS IMMO OTA RKE 



IP stealing + reversing 



Consequences 

Firmware 

modification 

Attack escalation 

IP stealing 

Tuning 

Sabotage 



Recommendations 

Add HW/SW 

countermeasures 

Don’t reinvent the 

wheel 

Don’t trust in 

recovered errors 
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Individual 
characterization of 
safety mechanism 

ECUs in the market UDS bypassing 



Future Standards for Automotive CPU 

SAE J3101 

SAE J3061 
Cybersecurity Guidebook for Cyber-
Physical Vehicle Systems (ACSIL) 

Requirements for Hardware-Protected 
Security for Ground Vehicle Applications 
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