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What everybody does

‘“ MIBEER Hackers Remotely Kill a Jeep on the Highway—With Me in It
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What everybody does

Team of hackers take remote control of
Tesla Model S from 12 miles away

Chinese researchers were able to interfere with the car’s brakes, door locks and
other electronic features, demonstrating an attack that could cause havoc

Now that cars such as Tesla's are increasingly high-tech and connected to the internet, cybersecurity has
become as big an issue as traditional safety features. Photograph: Jim Dyson/Getty Images
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Controlling vehicle features of Nissan LEAFs
across the globe via vulnerable APIs



What everybody does

MAYBE THE CLOUD IS SAFER —

Hackers break the connected
Mitsubishi Outlander hybrid wide open

Mitsubishi went for local Wi-Fi instead of LTE, but it's not secure.

JONATHAN M. GITLIN - 6/6/2016, 9:11 PM

OUTLANDER PHEV
MITSUBISHI REMOTE CONTROL

|
Remote functions via Wi-Fi, but easily hacked.
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Security standards
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CPU Lockstep
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ASIL vs FI
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Voltage glitching
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Voltage glitching EM glitching
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counter = 0

counter++
counter++
counter++
counter++
counter++

counter++
print counter




flag = 1

if (flag == 0): // flag == 1, so false
authenticated() // this is skipped

else

not_authenticated() // this is executed



flag = 1

HfFflag ==8) // skipped with FI
authenticated()
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Characterization results
Success rate (average)

16% 37%




Characterization results
Countermeasure effectiveness (average)
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160101101 FLASH ECC 68%
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Characterization results
Conclusion




IS026262 # Sech ;
S




Breaking JTAG
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authenticated()
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Unlocking JTAG
Differential power analysis
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JTAG locked
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Unlocking JTAG
Success rate
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Consequences



Consequences

CHMF FEa, El
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Remote exploit
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IP stealing + reversing

MIGEER A New Wireless Hack Can Unlock 100 Million Volkswagens

A NEW WIRELESS HACK CAN
SIRE— UNLOCK 100 MILLION
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Individual
characterization of
safety mechanism

Future work

ECUs in the market

UDS bypassing
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Cybersecurity Guidebook for Cyber-

SAE J3061 Physical Vehicle Systems (ACSIL)

Requirements for Hardware-Protected
Security for Ground Vehicle Applications

SAE J3101
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